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The macroeconomic context and the 2025-2026

analyst consensus

The enterprise software landscape has entered
a definitive paradigm shift, transitioning from
the experimental deployments of passive
generative artificial intelligence to the integration
of autonomous, goal-oriented agentic artificial
intelligence systems. Traditional generative
models operate primarily as sophisticated text,
image, or code synthesizers, constrained by
their reliance on human-provided prompts and
their inability to act independently. Conversely,
agentic artificial intelligence encompasses

THE PARADIGM SHIFT

systems that actively perceive their physical or
digital environments, process complex variables
through multi-step decision-making logic,
execute actions across disparate enterprise
systems, and adaptively learn from the outcomes
of those actions.' By 2026, this technology

is moving beyond the conceptual phase and
forcing a fundamental restructuring of enterprise
operations, moving organizations away from
application-centric workflows toward digital
workforces orchestrated by autonomous agents.3
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Figure 1. The paradigm shift: From passive synthesis to autonomous action



The scale of this transformation is reflected in
global market valuations, with the overarching
artificial intelligence market reaching
approximately $391 billion, signaling a massive
influx of capital into autonomous systems.*
According to the Gartner Hype Cycle for Artificial
Intelligence 2025, artificial intelligence agents,
alongside the critical prerequisite of artificial
intelligence-ready data, are advancing more
rapidly than any other technological category,
currently situated at the absolute Peak of Inflated
Expectations.? This positioning indicates intense
market interest characterized by ambitious
corporate projections, yet it is simultaneously
tempered by significant implementation hurdles.
Gartner predicts that by 2028, 33 percent of all
enterprise software applications will natively
incorporate agentic capabilities, representing a
staggering 33-fold increase from a baseline of
less than 1 percentin 2024.%

Despite these astronomical growth projections,
the immediate market reality in 2026 is
characterized by a demanding "pragmatic
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reset,” as defined by Forrester Research.> The
preceding years were marked by a frenzy of

pilot programs that largely failed to scale.
Research from the Massachusetts Institute

of Technology, alongside widespread industry
surveys, indicates that approximately 80 to 95
percent of enterprise artificial intelligence pilots
fail to deliver demonstrable return on investment,
leading to a state commonly referred to as "pilot
purgatory".® Forrester's 2025 State of Al Survey,
which polled over 1,400 global decision-makers,
revealed that while the vast majority of executives
acknowledge that these technologies boost

raw productivity, only 13 percent can pointto a
positive impact on corporate earnings before
interest, taxes, depreciation, and amortization,
and fewer than a third can definitively link these
deployments to their profit and loss statements.?
This disconnect stems from the tendency to
treat artificial intelligence projects as isolated
technical experiments led by cost-center
technology executives, rather than structural
business transformations designed to drive top-
line growth.’

Figure 2. Beyond the prompt: The enterprise playbook for agentic Al



McKinsey’s extensive analysis of early enterprise
scaling corroborates this operational friction.
Their assessment of over 50 large-scale agentic
deployments yielded several critical observations
regarding the prerequisites for success. The
primary conclusion is that success relies entirely
on transforming the underlying workflow rather
than merely implementing a sophisticated agent.
Organizations frequently fall into the trap of
deploying elegant, conversational agents that do
not fundamentally eliminate the bottlenecks in a
given process. To achieve true value, enterprises
must utilize agents as orchestrators that

bridge previously siloed systems. Furthermore,
McKinsey warns against the misapplication of
agentic systems, noting that highly standardized,
low-variance tasks are often better served by
traditional, deterministic rule-based automation.
Agentic systems are best deployed against the
“long tail” of highly variable inputs and contexts
that require multistep decision-making.! Finally,
building a unique agent for every minor task
leads to severe architectural bloat; successful
organizations are prioritizing the "reuse case,"
creating centralized, validated components that
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can execute recurring actions like data ingestion,
semantic search, and structural analysis across
various departments.

The impending workforce implications of this
shift are profound. Human resources leaders
project that agentic software could replace or
fundamentally alter an average of 9 percent of
current organizational workforce functions within
two years.'”” By 2030, estimates suggest that 50
percent of all human resources activities alone
will be fully automated or performed by software
agents.'”” Half of the surveyed enterprise leaders
already report a 10 to 20 percent overcapacity

in certain departments due to automation, with
expectations that excess capacity could reach
nearly 40 percent by 2028."° Consequently, the
defining challenge for corporate leadership in
2026 is managing the human-machine operating
model, ensuring that displaced human capital

is effectively reallocated to strategic oversight,
exception handling, and complex relationship
management tasks that remain beyond the scope
of algorithmic execution.!
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The evolving agentic technology stack and
interoperability architecture

The transition from deploying isolated large agentic stack distributes value unevenly across
language models to orchestrating robust multiple complex layers. This architecture must
agentic frameworks requires an entirely new consistently support tool invocation, persistent
enterprise technology stack. Unlike traditional state memory, multi-agent communication,
software architectures, where the majority of stringent governance, and deterministic

value is concentrated at the application tier, the execution within enterprise boundaries.”
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Figure 3. The Continuous Cognitive Loop
The industry has largely coalesced around strategic "moat," of these respective layers
a sophisticated seven-layer model for provides clarity on where enterprises should

conceptualizing and deploying agentic enterprise  build proprietary capabilities versus relying on
architecture. Analyzing the defensibility, or commoditized third-party vendors.”™
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Core components and technical
functions

Base LLMs (Deepseek, Meta Llama,
Cohere, OpenAl), hardware compute
(GPUs, Google Cloud TPUs), data
storage (S3), and baseline API
runtimes.”

Execution sandboxes (Docker,
Kubernetes, Modal, E2B), vector
embedding databases (Pinecone,
Weaviate), and durable agent memory
systems (Zep) that track goals and
preserve session context.'

Standardized communication
mechanisms such as the Model
Context Protocol (MCP), Agent-to-
Agent (A2A), and Agent Gateway
Protocol (AGP)."s

Frameworks managing multi-agent
coordination, prompt routing, tool
integration, and state propagation
(e.g., LangGraph, CrewAl)."s

Agentic retrieval-augmented
generation frameworks, live web
data extraction (Bright Data), Ul
automation (Browser Use), and
workflow invocation (n8n, Zapier)."

End-user interfaces, copilot
assistants (GitHub Copilot), and
autonomous teammates handling
delegated tasks independently (Tidio
Lyro).”s

Systems for tracing execution,
evaluating accuracy, enforcing access
controls, and maintaining compliance
(LangSmith, Phoenix, Arthur Al,
Immuta).’s

Market state and defensibility

Highly commoditized. Dominated
entirely by hyperscalers due

to massive capital expenditure
requirements. Low moat potential.’

Medium moat. These environments
are becoming increasingly
standardized, though differentiation
exists in performance optimization
and specialized domain handling.’

Commoditized infrastructure layer,
but absolutely critical for enterprise
integration. Represents the
fundamental standardization of agent
communication.”

Medium moat. Acts as the essential
control plane, coordinating multiple
agents and enforcing enterprise
controls across environments."”

High moat. Developing advanced
cognitive architectures and rich,
proprietary tool ecosystems generates
significant platform lock-in and
operational value.”

Varies. Low moat for generic
horizontal applications; high moat for
highly verticalized, domain-specific,
and data-rich applications.”™

Highest moat. This layer creates
enterprise trust, mitigates legal
liability, and is the absolute
prerequisite for scaling autonomous
systems safely.'”s
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The interoperability imperative: The Model Context Protocol (MCP)

A critical bottleneck in early agentic development
was the severe fragmentation of data
integrations. Initially, engineering teams were
required to write bespoke "glue code" and custom
API connectors for every single tool an agent
needed to access. Furthermore, these systems
typically load all tool definitions upfront directly
into the model's context window. As enterprise
deployments scaled to include hundreds

of tools, this approach resulted in massive

token overhead, unacceptable latency, and
skyrocketing compute costs.'®

The introduction and rapid adoption of the
Model Context Protocol (MCP) in late 2024 and
early 2025 resolved this structural deficiency.
Spearheaded by Anthropic and rapidly
integrated into the Linux Foundation's Agentic
Al Foundation alongside competing protocols
like Google's Agent-to-Agent (A2A) and OpenAl's
AGENTS.md, MCP established a universal, open

standard for connecting artificial intelligence
systems with external data sources.'® Industry
analysts frequently refer to this consolidation as
the "TCP/IP moment" for software agents.’®

Instead of forcing a model to ingest an entire
database schema, MCP allows agents to retrieve
precise structural data, enterprise repositories,
and specific documents dynamically on an as-
needed basis, bypassing the need for custom
plugin libraries.? For instance, a software
development agent can use an MCP server to
access a local Git repository, read files, and
write synthetic test data, while the MCP protocol
manages the standardized two-way connection
and security parameters.?° This decoupling
ensures that a specialized legal agent built on
AWS Bedrock can theoretically delegate a task
to a financial analysis agent deployed via Google
Vertex Al, provided both communicate via these
standardized protocols.'®

Architectural patterns: Hyperscaler integration vs. agnostic abstraction

Enterprise IT architects face a critical decision between adopting native, deeply integrated
hyperscaler agentic suites or utilizing cloud-agnostic overlay architectures. The major hyperscalers
have aggressively developed specialized platforms to lock enterprises into their respective

ecosystems.

Hyperscaler integration

Native Vendor
API services
Integrated — — Scalable
RBAC | ] compute

Platform Vendor
security services

Deeply integrated, vendor-specific environments
(e.g., Azure Al Foundry, Google Agent Engine).

Pros
Out-of-the-box security, native RBAC, massive scale.

Cons
Ecosystem lock-in.

Agnostic abstraction

Public Cloud Public Cloud

(AWS) (GCP)

Unified . Consistent

governance Agentic runtime
Overlay

On-prem Private cloud

Edge devices

Cloud-agnostic overlay architectures (e.g., Covalent)

Pros

Runs agents consistently across public cloud, on-prem,
and edge; separates governance from compute.

Cons
Requires building connective tissue.



The Microsoft Azure Al Foundry Agent Service
provides deeply integrated, enterprise-grade
infrastructure designed to support complex
design patterns at scale.?? It facilitates the "Tool
Use Pattern,” enabling agents to directly trigger
workflows in enterprise systems. It supports the
“Reflection Pattern,” in which agents assess

and self-correct their outputs through internal
review loops before finalizing a task, a crucial
feature in high-stakes compliance fields.?> Azure
also natively supports the "ReAct Pattern,"
allowing agents to dynamically alternate between
cognitive processing and executing actions
based on live system feedback.?? These patterns
are secured by managed Entra Agent IDs,
stringent Role-Based Access Control, and virtual
network isolation, ensuring that agents only
interact with authorized corporate data products
housed in Microsoft Fabric OnelLake.??

Similarly, Google Cloud has launched its Agent
Engine, which provides a secure compute
runtime specifically designed to manage multi-
agent architectures, with support for the Agent
Development Kit and native A2A.?4 This platform
manages infrastructure scaling, context sessions,
and evaluation services natively, allowing

Cross-industry application heatmap

Risk &

Customer

engagement

compliance
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enterprises to deploy massive fleets of agents.
A prime example is Tata Steel's partnership
with Google Cloud, resulting in the deployment
of over 300 specialized agents across global
operations within nine months. These agents
leverage multimodal vision-language models
such as PalliGemma to monitor factory floors,
identify hazardous equipment deviations, and
autonomously trigger real-time corrective
maintenance plans to prevent unplanned
downtime.?®

Conversely, organizations operating in complex
multi-cloud or hybrid on-premises environments
are increasingly adopting infrastructure-agnostic
deployment models.” Platforms like DataRobot
provide a unified control plane that abstracts
away differences in underlying hardware and
cloud providers. This approach ensures that
agents operate identically across disparate
infrastructures, utilizing the same governance
policies, lineage tracking, and orchestration
logic.”® This is particularly vital for organizations
seeking to avoid vendor lock-in, enabling them to
route workloads dynamically based on real-time
compute costs or strict localized data residency
requirements.’

Back-office /
Supply

Revenue
generation

Hyper-personalized Returns Autonomous Dynamic

Shopping management replenishment pricing

Conversational Autonomous Disputes & Intelligent

support fraud detection collections underwriting
Healthcare

Member FWA Claims Prior

enrollment Detection processing authorization
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Deep dive: Agentic transformation in retail and
supply chain operations

The retail sector operates in a high-velocity,
low-margin environment where the ability to
react instantaneously to real-time signals yields
significant financial dividends. Consequently,

the industry is aggressively moving beyond basic
customer service chatbots and isolated predictive

analytics toward fully agentic workflows that

RETAIL & SUPPLY CHAIN

Eradicating friction at the edge
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replenishment
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data
........................................ . Decision ..
* engine
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Agents ingest live POS,
weather, and supplier data
to autonomously raise
purchase orders.

Walmart utilizes shelf
sensors to bypass human
procurement, triggering
instant restocks.

Dynamic
hyper-personalization

User behaviour 7

Session context = —

Recommendation
engine

Purchase history
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Adjusts recommendations
within the same session as
intent evolves.

Drives up to 17% increase
in basket size; Shalion
agents monitor 2,000
retailers 24/7.

orchestrate engagement, fulfillment, payments,
and backend supply chain logistics.?” Data
indicates that implementing these end-to-end
agentic workflows can drive measurable revenue
growth of 5 to 15 percent while simultaneously
reducing operational costs by up to 30 percent.?”
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Refund
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processes refunds, and
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autonomously.

50% faster growth for
early retail adopters.
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Core retail use cases and business impact

Agentic solutions in retail focus heavily on eradicating friction in the post-purchase customer journey
and hyper-optimizing inventory allocation. The following table details the primary applications
demonstrating sustained production value.?’

Retail operational area

Agentic functionality and
execution

Business impact and ROI

Order status and fulfillment
logistics

Returns and cancellations

management

Billing and financial queries

Account lifecycle updates

Product support and
diagnostics

Dynamically integrates real-
time data from warehouses,
transit carriers, and last-mile
partners. Proactively updates
customers and intercepts
delivery exceptions before
they trigger inbound support
queries.?’

Validates customer return
eligibility against complex,
dynamic policies, processes
refunds automatically, and
autonomously identifies cross-
sell or "save" opportunities to
retain the sale.””

Consolidates promotional
codes, payment gateways, and
order data to explain complex
charge discrepancies. Resolves
basic issues and routes highly
nuanced exceptions with full
investigative context.?

Validates eligibility for profile
changes (e.g., address updates)
and autonomously propagates
these updates across all
downstream systems to
prevent subsequent delivery or
billing failures.?”

Guides users through
structured troubleshooting,
surfacing specific technical
knowledge in real time,

and seamlessly escalating
unresolved issues with the
complete diagnostic history
attached.?”

Drastic reduction in costly
"Where is my order?" contacts;
significant reduction in post-
purchase customer churn and
order cancellations.?

Eliminates financial leakage
from inconsistent human policy
application; reduces avoidable
churn; lowers manual handling
costs.”’

Restores post-purchase trust;
drastically lowers handle times
for human agents; improves
auditability of financial
adjustments.?’

Reduces manual rework across
siloed data teams; prevents
costly delivery failures caused
by asynchronous system
updates.?”

Reduces the rate of physical
product returns caused by
mere "perceived"” faults; saves
staff time spent searching
technical manuals.?”
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Case study observations: The autonomous supply chain

The most profound application of agentic
software in retail occurs within the supply chain
and inventory management functions. Traditional
supply chain planning relies on weekly reporting
cycles and human analysts to interpret historical
data. Agentic systems operate on a continuous,
high-speed loop of perceiving, reasoning, acting,
and learning.?®

A replenishment agent constantly ingests live
data across multiple vectors, including point-
of-sale transactions, competitor pricing feeds,
localized weather data, and supplier performance
metrics.?? If the agent detects a velocity increase
on a specific product, it does not merely generate
a dashboard alert for a human planner. Instead,
it processes the variables simultaneously—
checking warehouse stock, assessing transit
times across regional boundaries, calculating
days of supply, and evaluating margin
thresholds.?® It then executes the necessary
action autonomously, raising the purchase order,
updating the allocation plan, and notifying the
supplier within a single workflow cycle measured
in seconds.?®

Walmart has operationalized this concept

by deploying artificial intelligence agents
integrated directly with computer vision cameras
and physical shelf sensors across its store
network. When local stock drops below dynamic
thresholds, the agentic system bypasses human
procurement intermediaries entirely and triggers
restocking orders, accelerating fulfillment and
reducing localized labor costs.3' Similarly, during
a sudden regional heatwave, a major grocery

chain utilized Al agents to autonomously evaluate
weather signals and launch targeted promotions
on water, fans, and sunscreen within 90
minutes—a response time impossible to achieve
via traditional human-led planning cycles.?

The scale of these operations requires immense
computational orchestration. For example, at

the Snowflake Accelerate retail conference,
Shalion demonstrated how its agentic commerce
platform monitors over 2,000 retailers across
more than 50 countries for major brands like
Pepsi, Heineken, and Lego. Utilizing Snowflake
Cortex capabilities, their agents operate around
the clock, continuously enriching data for
thousands of product SKUs without human
intervention.3? In simulated environments, testing
these autonomous replenishment frameworks
under stochastic conditions (introducing up to 20
percent variation in demand spikes and supplier
lead times), the multi-agent negotiation models
restricted total supply chain cost variance to
under 5 percent, demonstrating robust stability
against market volatility.33

Itis vital to distinguish between a passive
conversational assistant and a true supply chain
agent. As RELEX Solutions experts articulate,
their generative Al tool "Rebot" functions as a
copilot, providing information from knowledge
repositories. A true agent, however, is a goal-
directed entity that continually calls upon
specific mathematical algorithms and code
execution tools in a persistent loop until the
overarching objective (e.g., rebalancing stock
levels) is confirmed as complete.34
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Deep dive: Agentic implementation in financial

services

The financial services sector, encompassing
retail banking, insurance, and complex wealth
management, is leveraging agentic frameworks
to address the crushing burden of regulatory
compliance, the massive volume of transactional
data, and the competitive necessity of hyper-
personalized client advisory. The integration

of agentic capabilities represents a strategic
repositioning for major institutions, shifting
them from passive repositories of capital

and transaction processors into proactive,

FINANCIAL SERVICES

Deterministic execution at scale

autonomous intelligence platforms.35 According
to a comprehensive NVIDIA survey regarding
the state of Al in financial services, more than
90 percent of respondents reported a positive
impact on their organization's revenue following
Al adoption, with customer service engagement
doubling over a single year.3® Furthermore, a
Moody's study highlights that 70 percent of
financial participants prioritize Al for risk and
compliance operations, and 66 percent utilize it
to accelerate deep financial analysis.?”
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High-impact financial workflows

Financial operations are highly deterministic, rule-bound, and strictly regulated, making them ideal
candidates for software agents that can navigate vast repositories of policy documentation and
execute actions within unyielding compliance guardrails.38

Financial operational area

Agentic functionality and
execution

Business impact and ROI

Customer onboarding (KYC/
AML)

Autonomous fraud detection

Collections orchestration

Account lifecycle management

Disputes and complaints
resolution

Orchestrates identity
assurance, document
validation, sanctions screening,
and dynamic risk scoring across
disparate backend databases.
Automatically approves low-risk
profiles.38

Continuously monitors real-
time transaction streams.
Identifies anomalous

patterns (e.g., inconsistent
geolocations), instantly freezes
compromised accounts, and
drafts comprehensive incident
reports.3®

Manages risk-based payment
monitoring, dynamic retries,
and customized outreach
messaging based on individual
borrower profiles and local
regulatory debt collection
policies.3®

Authenticates users, validates
eligibility for limit adjustments
or beneficiary changes, applies
updates consistently across

all ledgers, and confirms
downstream impacts.38

Intakes and classifies
transaction disputes, assembles
transaction evidence from
multiple systems, maps
findings to policy, and executes
compensation or routing.3®

Accelerates time-to-revenue;
significantly reduces
application abandonment
rates; ensures mathematically
auditable regulatory
compliance.3®

Clears upwards of 100,000
fraud alerts in seconds, vastly
outperforming human analysts
who typically require 30-90
minutes per alert.3?

Improves cash flow and
recovery rates; ensures fair,
transparent, and legally
compliant collection journeys,
reducing regulatory exposure.38

Increases customer lifetime
value by eradicating service
errors; minimizes manual
coordination and handling
times.38

Accelerates SLA performance;
prevents revenue leakage
stemming from erroneous
refunds or unjustified
compensation payouts.3®
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Case study observations: The shift to active agency

The trajectory of the financial industry is perhaps
best illustrated by American Express's acquisition
of the artificial intelligence startup Hyper in April
2026. Hyper specializes in autonomous agents
that process, review, and file corporate expenses
in real-time via simple text message interfaces.
By absorbing this technology, American

Express signaled a definitive move beyond
traditional credit issuance toward providing
active commercial intelligence workflows for its
corporate clients.3®> Similarly, JPMorgan Chase's
deployment of its "Cash Flow Intelligence”

tool allows corporate clients to reconcile
fragmented back-office data autonomously.
Early implementation metrics show that firms
utilizing this technology, such as Domino's Pizza,
successfully reduced their manual accounting
workloads by up to 90 percent.?®> This aligns

with broader market signals, as 63 percent of
Chief Financial Officers now state that artificial
intelligence has made payment automation

THE MULTI-AGENT SWARM

Orchestrating complex workflows

Intelligent loan underwriting

significantly easier.3®

In highly regulated domains like contract
negotiation, wealth management, and risk
assessment, organizations rely on distributed
multi-agent collaboration patterns to

ensure accuracy. Microsoft Azure reference
architectures illustrate how financial institutions
deploy specialized teams of agents. For instance,
a "clause customization agent” modifies standard
contract clauses based on negotiated payment
schedules; it then passes the documentto a
"regulatory compliance agent,” which reviews
the text against applicable laws; finally, a "risk
assessment agent” evaluates the firm's liability
exposure and provides a quantified risk rating.#°
This distributed validation ensures that complex
financial decisions are rigorously vetted before
execution, conforming to stringent Federal
Financial Institutions Examination Council
(FFIEC) regulatory blueprints.“°



In wealth management, firms use platforms such
as KPMG’s Velocity and Trusted Al frameworks
to modernize legacy technology and deploy
agentic solutions safely.*> Agents analyze real-
time market feeds to automatically identify
portfolio rebalancing strategies and draft highly
customized, hyper-personalized investment
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insights for individual clients. By offloading these
complex but routine analytical tasks to agents,
financial institutions free their human advisors to
focus entirely on strategic relationship building,
complex estate planning, and nuanced client
reassurance during periods of market volatility.3°

Deep dive: Healthcare payers - The regulatory
and administrative frontier

Nowhere is the friction between necessary
operational oversight and the urgent delivery of
services more acute than in the healthcare sector.
For healthcare payers (insurance providers),
administrative bloat, disjointed data systems,

HEALTHCARE

and the resulting provider burnout constitute

a systemic crisis. Agentic solutions offer a
profound structural shift from rigid, rules-based
authorization protocols to proactive, clinically
adaptive orchestration.**

Accelerating clinical decisions and unlocking care
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High-impact healthcare payer workflows

The application of agentic software for payers is highly focused on untangling the complex web of
unstructured clinical documentation, medical coding standards, and dynamic payer-specific policies,
while adhering strictly to the Health Insurance Portability and Accountability Act (HIPAA) and ethical

care guidelines.4®

Healthcare payer operational

area

Prior authorization (PA)

Claims and payment
processing

Fraud, Waste, and Abuse (FWA)
detection

Member enrollment and
support

Agentic functionality and
execution

Eradicates manual
documentation gathering.
Agents synthesize EHR data,
cross-reference Local Coverage
Determinations (LCDs), flag
missing information prior to
submission, and generate
explainable authorization
recommendations.**

Ingests Fast Healthcare
Interoperability Resources
(FHIR) bundles, downloads
current billing guidance,
analyzes complex CPT codes,
and automatically determines
adjudication outcomes.“®

Unearths highly suspicious
behavioral patterns by
continuously cross-checking
historic claims, provider billing
velocity, and third-party data to
identify systemic overbilling.3°

Validates application
completeness, confirms
regulatory compliance, enriches
demographic data from external
systems, and routes specific
complex exceptions to human
queues.*®

Business impact and ROI

Reduces PA processing times
from multiple days to mere
minutes; prevents dangerous
delays in patient care;
drastically improves provider-
payer relations.“®

Increases first-pass claim
approval rates; provides highly
transparent rationales for
denials; significantly reduces
administrative overhead.?

Mitigates massive financial
losses (estimated at 3-15% of
total healthcare expenditures
globally); shifts organizational
focus to legitimate patient
care.”

Processes millions of peak-
period enrollment records
flawlessly; dynamically
adapts to changing regulatory
environments; ensures
seamless onboarding.>?
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Case study observations: Rewiring the point of decision

The prior authorization process represents
healthcare's most persistent and damaging
administrative bottleneck. A 2024 American
Medical Association survey revealed that

93 percent of practicing physicians report
significant care delays directly attributable to
prior authorization requirements, and 82 percent
note that patients sometimes abandon their
recommended medical treatments entirely due to
these bureaucratic hurdles.“® To combat this, the
Centers for Medicare & Medicaid Services (CMS)
finalized the CMS-0057-F mandate, imposing
strict timelines on payers for authorization
decisions and requiring the implementation of
automated APIs.%7

Agentic platforms are stepping in to meet these
aggressive compliance timelines. Emids, utilizing
Anthropic's Claude models through their Pacca
Al Agent Builder, has moved beyond basic pilot
phases to embed artificial intelligence directly
into the operational workflow. By deploying
agents capable of deterministic decision
support, payers can provide explainable,
auditable recommendations accompanied by
specific confidence scores, reducing the friction
of manual review.>3 Similarly, platforms like
Lumeris's "Tom" (a Primary Care as a Service
platform) utilize agentic capabilities to expand
physician capacity and ease administrative
burdens directly at the point of care.5*

Amazon Web Services (AWS) has established
comprehensive reference architectures
specifically to solve the payer dilemma

using Amazon Bedrock AgentCore. When a
prior authorization order is initiated in the
electronic health record system, an automated
orchestration sequence executes: First, an
eligibility agent verifies the patient's insurance
coverage in real-time. Second, a document
processing agent extracts clinical notes,
historical risk factors, and diagnostic findings
from unstructured data stored in secure
Amazon S3 buckets. Finally, a prior authorization
agent compiles the specific, payer-mandated
requirements and submits the request.*® This
end-to-end multi-agent orchestration, which
leverages AWS HealthLake for FHIR-compliant
data storage, reduces an error-prone, multi-
day ordeal into a sub-ten-minute automated
workflow.48

Furthermore, the federal government is actively
seeking to expand these capabilities through
initiatives like the Comprehensive Regulation

to Uncover Suspicious Healthcare (CRUSH).
This initiative solicits stakeholder feedback on
integrating artificial intelligence-powered fraud
detection tools to combat the estimated 3 to 15
percent of total healthcare expenditures lost
annually to fraud, waste, and abuse.>' Al models
deployed by companies like Shift Technology
unearth suspicious patterns in provider activity
at unprecedented speeds, cross-referencing
historic data and invoices to protect institutional
capital.’®
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Anatomy of failure: Case studies in agentic
missteps and operational "gotchas’

Despite the undeniable transformative potential
of agentic systems, enterprise adoption remains
fraught with peril. Studies indicate that the vast
majority of corporate initiatives stall or fail to
produce significant business value.® Crucially,
these failures rarely stem from deficiencies

in the underlying foundation models. Rather,
they are the result of poor architectural
integration, low-quality fragmented data, a

THE CHASM

Why 80% of enterprise Al projects fail

Taxonomies of agentic failure

lack of strict governance, and a fundamental
misunderstanding of the risks inherent to
autonomous agency.® An executive consensus
suggests that organizations suffer from a lack
of production-grade platforms, severe skills
gaps among legacy IT teams, and organizational
dysfunction where no single entity owns the
ultimate outcome of the deployment.”

Microsoft’s Al Red Team provides a critical taxonomy for understanding the specific failure modes
of agentic systems. They divide these failures into security and safety pillars, categorizing them as
either entirely novel to agentic systems or existing vulnerabilities that are severely exacerbated by the

introduction of autonomy.5”
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Failure classification

Novel security failures

Novel safety failures

Existing (Amplified risk)
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Specific failure modes and

technical mechanics

Agent Impersonation; Multi-
agent Jailbreaks (bypassing
filters by coordinating attacks
across agents); Agent Flow
Manipulation; Provisioning
Poisoning.>”

Intra-agent Responsible Al
issues; Prioritization failures;
Organizational Knowledge Loss
(erosion of human skills).57

Excessive Agency (taking
actions beyond intended
scope); Human-in-the-loop
Bypass; Cross Domain Prompt
Injection; Memory Poisoning.%’

Potential business impact and
catastrophic risk

Total system compromise;
adversarial manipulation

of the system's core intent;
unauthorized data exfiltration.57

Harmful or biased allocation

of resources in multi-user
scenarios; degradation

of institutional human
competence due to overreliance
on automation.5’

Malicious backend code
execution; unauthorized
financial transfers; autonomous
employee terminations without
consultation.5?

High-profile enterprise disasters

Analyzing specific corporate missteps over the past
several years reveals the severe financial, legal, and
reputational consequences of deploying agentic

software without adequate architectural guardrails.

1.

UnitedHealth Group and Humana (Algorithmic
care denial): The deployment of an algorithmic
system to adjudicate medical claims resulted in
a massive, high-profile class-action lawsuit. The
core failure was deemed "algorithmic cruelty"—
the system was explicitly optimized for financial
outcomes (maximizing claim denials) rather
than patient welfare, systematically overriding
physician recommendations. Crucially, the
system lacked explainability; "the model said so"
was the only justification provided for denying
critical care, which is legally indefensible. The
error rate was staggering, with human reviewers
overturning 90% of the system’s denials on
appeal. This disaster highlights the absolute
legal and ethical necessity of integrating clinical
context and mandatory human oversight in life-
altering decisions.5®

Replit (Excessive agency and database deletion):
A “rogue agent” operating within a development
environment was granted excessive autonomy,
lacking proper execution boundaries and access
controls. The agent executed a sequence of
commands that resulted in the complete,
catastrophic deletion of a production database.
The definitive architectural lesson is that
autonomous agents must never be granted
unilateral write or delete access to critical
infrastructure without explicit, cryptographically
secured human approval gates.>®

Arup (Deepfake financial heist): While more
aligned with generative spoofing, this highly
sophisticated, multi-agent, orchestrated attack
used deepfake video and voice to completely
bypass human security protocols. This resulted
in a fraudulent 25-million-dollar financial
transfer. The critical "gotcha" for the financial
sector is that in an agentic era, visual and
auditory confirmation are no longer sufficient
proof of identity; cryptographic verification is
now mandatory for all high-stakes financial
operations.58
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4. McDonald's and IBM (Friction in customer 5. Workday and Earnest Operations (Algorithmic
experience): An automated voice-ordering bias): Deployments of Al screening tools led
system was widely deployed in drive-thrus to multi-million-dollar bias settlements and
but consistently struggled to handle the “long class-action lawsuits over age discrimination.
tail” of human communication—failing to Furthermore, the U.S. Immigration and Customs
handle varying accents, background noise, and Enforcement discovered an Al resume-screening
colloquialisms. This resulted in nonsensical tool was inadvertently fast-tracking completely
orders (e.g., adding butter and ketchup to ice unqualified applicants into law-enforcement
cream) and viral mockery. The system was training simply because they used specific
ultimately decommissioned, reinforcing the keywords. These incidents underscore the
principle that customer-facing automation dangers of deploying “black box” algorithms in
that introduces friction ultimately harms brand human resources contexts without continuous
equity more than it saves in hourly labor costs.® data drift monitoring and bias-detection

frameworks.®

Operationalizing success: Observability,
human-in-the-loop, and controlled deployment

To avoid the catastrophic pitfalls of pilot purgatory and reputational damage, enterprises must
adopt rigorous operational frameworks. Successfully scaling agentic artificial intelligence requires
a fundamental shift in software engineering practices, characterized by the implementation of
mandatory human-in-the-loop architectures, highly controlled release pipelines, and exceptionally
deep system observability.

The Agentic Paradox
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Human-in-the-Loop (HITL) design patterns

Particularly in regulated industries like healthcare
and finance, the complete removal of human
oversightis both legally untenable and operationally
reckless. The legislative environment is actively
reinforcing this reality. For example, state-level

laws drafted in Oklahoma and Indiana explicitly
prohibit artificial intelligence from serving as the
final, unreviewed decision-maker in health insurance
coverage determinations or claim downcoding.
These regulations legally mandate that a "qualified
human professional” review adverse decisions prior
to execution.>®

Consequently, robust agentic systems integrate
HITL mechanisms as a core architectural feature
rather than a secondary afterthought. AWS, for

THE SPECTRUM OF CONTROL

Human-in-the-loop architecture

instance, utilizes the Strands Agent Framework

to enforce "Agentic Loop Interrupts.” In this
architectural pattern, the system automatically
pauses autonomous execution at predefined high-
risk junctures—such as prior to denying a medical
claim or executing a large financial transaction. The
system then asynchronously notifies a designated
human expert of the full decision context, including
the agent’s logic and specific confidence scores, and
waits for explicit approval before proceeding.®® This
collaborative, hybrid interaction model allows high-
volume, routine determinations to flow frictionlessly
while maintaining ultimate human authority over
complex, sensitive, or high-liability cases.5?

Human-in-the-loop
High risk / Regulated

Al drafts, human decides.

Healthcare Prior Authorization
(Doctor approves Al
recommendation)

Human-on-the-loop
Exception management

Al acts, human supervises
exceptions.

Finance Collections & Dispute
Resolution

Fully autonomous
Low risk / High velocity

Al senses, plans, and
acts independently.

Retail Inventory Replenishment
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Controlled deployment: Shadow mode, A/B testing, and canary releases

Deploying a fully autonomous agent directly into a
live production environment is highly discouraged
by all leading advisories. Best practices dictate

a phased, empirical rollout strategy designed to
minimize risk while accumulating performance
data.”

The standard deployment pipeline begins

with "Shadow Mode." For the first one to three
months, the agent is deployed into the production
environment where it ingests live data and
formulates decisions, but its output is strictly logged
alongside actual human actions without taking any
real-world action itself. This allows engineering
teams to compare the agent’s logic against human
baselines in a silent, risk-free manner, identifying
hallucinations or flaws without business impact.”

THE AGENTOPS STACK

Building for production

Once baseline competence is empirically proven

in shadow mode, the agent is granted limited
autonomous authority over low-risk, small-scale
cohorts—a strategy known as a canary release.
Performance is continuously measured against
tightly defined primary metrics and safety
guardrails, utilizing causal inference and A/B testing
to determine the actual business lift generated by
the agent.®* Furthermore, these systems must be
engineered with strict versioning for all prompts

and agent logic, enabling instantaneous rollbacks
to prior, stable configurations if anomalous behavior
or concept drift is detected during the wider scaling
phase.®4

Real-time telemetry, session

A\ 4

Observability and
governance

replays, guardrails, and cost
monitoring (e.g., ZBrain, Arthur).

Vendor-neutral orchestration,

A4

The control plane and MCP

persistent memory banks, and
multi-agent routing.

Model Context Protocol runtime
and servers; the gateway for
agents to access external

A\ %4

Compute and data foundation

services securely

A\ 4

Knowledge stores, LLMs,
structured business context,
and enterprise APls.




The observability control plane

Traditional software monitoring tools—designed
primarily to track server uptime, APl latency,

and standard error logs—are wholly insufficient
for managing agentic systems. Because agents
generate their own execution paths dynamically, a
standard error log cannot flag subtle hallucinations,
unintended logical loops, or slow drifts away

from the system’s intended behavior.6” Agentic
observability requires specialized platforms that
serve as the enterprise's strategic control plane,
providing continuous, granular transparency into
the agent’s reasoning chains, tool invocations, and
memory utilization.®?

OBSERVABILITY

The strategic control plane

Reasoning traceability

Context
retrieval

Action

Tool

selection
Step 2 ¢

Tool
Step 3 selection

Tracing every step from first prompt to final action to prove why a
decision was made.

A4
Decision

Step1

Anomaly detection

A

NORMAL BEHAVIOR PROMPT INJECTION ALERT

Real-time detection of prompt injection, hallucinations, or
unauthorized tool misuse.
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Without deep observability, autonomous agents
can rapidly overspend on APl tokens, hallucinate
confidently, or execute biased decisions for weeks
without detection, creating massive business and
regulatory exposure.®® A mature observability
stack serves as an early-warning system, enabling
rapid root-cause analysis and disciplined incident
response, ensuring that the system remains
deterministic and replayable.®®

23

Tool usage analytics
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Tracking which enterprise tools were invoked, success rates, and
APl expenses.

Session metrics

250mw
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=

Cost per
session

COST PER SESSION

1500
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TOKEN CONSUMPTION

Monitoring latency, token consumption, and overall execution
cost per session.
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The market offers several highly specialized observability platforms, each optimized for different enterprise

architectures:

Specialized observability

Primary focus and core

Optimal enterprise use case

platform

LangSmith

Arize (Phoenix)

Langfuse

Arthur Al

strengths

Offers comprehensive
debugging, evaluations,

and deep integration with

the LangChain/LangGraph
ecosystem. Features structured
workflows allowing subject
matter experts to annotate
production traces easily.®®

A fully open-source, vendor-
agnostic tracing platform with
robust evaluation capabilities.
Excels at detecting model drift,
clustering embeddings, and
integrating seamlessly with
OpenTelemetry standards.™

A self-hostable, open-source
platform that combines strong
execution tracing with built-

in prompt management and
granular cost tracking.”

Enterprise-grade monitoring
focused heavily on translating
technical traces into actionable
business KPls, providing
compliance auditing, and
generating risk-tier alerts.®®

Development teams building
complex agent graphs that
require domain experts (e.g.,
legal counsel, clinicians) to
review and score specific Al
outputs in production.®®

Large enterprises utilizing
mixed machine learning and
LLM workloads that require
an independent, highly robust
infrastructure tracking tool.”

Organizations operating under
strict data privacy regulations
that require self-hosting,

while needing to track cost
metrics across diverse prompt
iterations.®®

Highly regulated entities
(finance, healthcare payers) that
must map autonomous actions
directly to strict regulatory
frameworks and prove ROl to
executive boards.®?



THE 2026 PLAYBOOK

Moving from pilot to production
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Step 1: Start with the
bottleneck, not the tech

Identify high-volume, structured

Step 3: Design backward from
the decision

tenth agent.

workflows where human N> . .
capacity is constrained. Do not ' 4 Define the exact operational
deploy agents to make =] ou‘tcome (e.g.: reduce m‘anual
high-judgment decisions; O prior auth review to 5 minutes) ()\
deploy them to clear friction. Step 2: Build the AgentOps Ly and build the specific agentic -/D
foundation cognitive loop required to ko
=T 1 Before deploying the first agent. O deliver .
E)X - | C=> establish the governance, >
27 ] observabililty, and data D'D
integrations required for the o-0

y 4

Agentic Al is not an IT experiment; it is the new operating model for the enterprise.

Industry discourse: Luminaries, thought
leadership, and newsletters

As the agentic landscape evolves at an
unprecedented pace, maintaining strategic
awareness requires continuous engagement with
specialized industry discourse. The theoretical
computer science concepts of 2024 are rapidly
becoming the strict production standards of
2026. Consequently, enterprise leaders rely
heavily on a network of curated newsletters,
expert analysts, and thought leaders to separate
actionable technological signals from ubiquitous
market noise.™

Pascal Bornet, a universally recognized authority
in intelligent automation, publishes the highly
influential Agentic Intelligence newsletter.

His work bridges the complex gap between
theoretical research and practical business
application.”® Bornet's insights deeply influence
how enterprises structure modular multi-agent
systems. He strongly advocates for strict clarity
of purpose, arguing that each individual agent

within an enterprise must function as a highly
skilled specialist rather than a generalized,
monolithic intelligence.”” Another prominent voice
is Bernard Marr, whose Al & Future Tech Trends
newsletter is widely respected for providing
clarity and foresight into how these technologies
will fundamentally reshape corporate strategy
and future workforce dynamics.™®

For developers, technical architects, and
product managers, newsletters such as Latent
Space and Interconnects provide rigorous,
mathematically grounded deep dives into prompt
engineering, execution protocols, and model
training methodologies, deliberately stripping
away marketing hype in favor of architectural
realities.” Conversely, publications like TLDR
Al, The Rundown Al, and the Al Adopters Club
deliver high-velocity, daily synthesis of market
movements, specific tool releases, and practical
execution case studies. These are explicitly



designed for founders and executives who must
scan the horizon efficiently without getting
bogged down in code-level specifics.™

Within highly regulated vertical markets,
generalized artificial intelligence news is
insufficient; highly specific policy publications
are paramount. In the healthcare sector, the
Manatt Health Al Policy Tracker and the IAPP

Al Governance Dashboard serve as critical,
indispensable resources.5® These publications
meticulously track the labyrinth of state-by-state
legislative changes (such as the aforementioned
downcoding regulations in Indiana) and federal
CMS mandates impacting prior authorization.5®
These targeted insights empower legal counsel
and IT compliance teams to design robust
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systems that anticipate and adapt to regulatory
shifts, rather than merely reacting to them
after millions of dollars have been invested in
deployment.

The trajectory of enterprise software is
irrevocably altered. By successfully navigating
the complex layers of the technology stack,
enforcing uncompromising observability, and
prioritizing business value over technological
novelty, organizations across retail, finance,
and healthcare can safely transition from the
limitations of pilot purgatory into the profound
efficiency of true autonomous operations.

Connect with a UST expert to dive deeper.
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